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Americanize, Americanize: View the World from American Eyes 

Considering the fact that 58% of global cloud infrastructure services are hosted by four 

American companies (Synergy Research Group 2017), it is no wonder the Trump Administration 

is regurgitating the mandate for a backdoor on encryption. If congress passes any bill that 

requires American companies to comply with such an order, the United States would have access 

to more than half of the world’s private information. Such a bill would bring unpronounced 

consequences that the general public and Congress do not understand. Allowing tech illiterate 

congresspeople decide how we should protect our private information will lead to exploitation 

from government agencies in the name of “security”. Although the United States government 

wants us to believe requiring a backdoor for encryption is a necessity for national security, their 

track record should be a warning for us to view this as a hidden attempt to regain control over 

their citizens’ private communications. 

The terrible track record of the United States should be emphasized because it shows the 

importance behind why we can not trust them. For instance, leaked documents from Edward 

Snowden, a former NSA contractor, show the NSA purposely created a flawed encryption 

formula and paid RSA, a security firm, $10 million to use the formula as the default for 

encryption (Menn 2013). This gave the NSA a personal backdoor to anyone or any company 

using the flawed encryption formula. Of course, the NSA denies this claim. In addition to that, 

Snowden exposed the existence of PRISM, a surveillance program that collects information 
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about users from companies such as Google, Microsoft, and Facebook in exchange for immunity. 

However, the government is much more open about this program. They claim the mass 

surveillance is “narrow” in focus and has saved lives (Madison 2013). We already know they 

have tried and succeeded in exploiting any loophole they can find (or integrate), so what is 

saying this push toward requiring a backdoor is not going to meet the same fate and be used for 

mass surveillance? These two examples from Snowden alone show how desperate the 

government is to gain access to their citizens’ personal information and communications. 

But is the government really trying to regain control over their citizens? Yes, it seems so, 

and Thomas Friedman, a New York Times columnist and Pulitzer Prize winner, brings up a good 

point in his book, Longitudes and Attitudes: The World in the Age of Terrorism. Friedman states, 

“Individuals can increasingly act on the world stage directly, unmediated by a state (emphasis 

added)” (Friedman, Longitudes and Attitudes 5). In other words, Friedman believes the 

individual, independent of government, can accomplish tasks that used to be reserved for 

government and its agencies. This is all thanks to the power of the Internet for communication. 

That explains why the government is fearful of encryption; they are fearful of losing control of 

tasks that they deem should be reserved for them. If companies encrypt all communications, 

individuals could do as they please which might include protests, organizations, or give a speech 

at the UN about how horrible their country is regarding climate change, without their 

government being able to snoop on them until the event is ongoing. On the other hand, if 

backdoors on encryption are mandated, the government will simply use them to stop anything or 

anyone that threatens their power. Is someone planning a peaceful protest because a 

congressperson did something unlawful? Sorry buddy, we are shutting it down ahead of time to 

prevent “riots”. So, the question really is not is the government trying to regain control over their 
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citizens, the question is how far is the government willing to go to regain control over their 

citizens? 

What the government does not seem to realize is that building a backdoor for a single 

entity is a huge task to accomplish and also a greater security risk. It is foolish to believe that 

there is a way to allow access to the “good guys” without expecting for it to fall into the hands of 

the “bad guys”. In essence, the government, if they choose to proceed with a backdoor 

requirement, would be opening up a doorway for any bad actor who happens to acquire a 

decryption “key” in return for unlimited 24/7 access to encrypted data. However, do not just take 

my word for it; researchers from MIT published a report, “Keys Under Doormats: Mandating 

Insecurity by Requiring Government Access to All Data and Communications,” that goes into 

detail about the dangers of giving law enforcement and government agencies a “key that 

[guarantees] access to everything”. These researchers, who have been arguing against backdoors 

for encryption since the 80s and 90s, also go on to say that the government requesting these 

backdoors does not really grasp the severity of what they are asking for. They summarize by 

asserting, “The costs [to implement a backdoor] would be substantial, the damage to innovation 

severe, and the consequences to economic growth difficult to predict” (Abelson, et al. 2015). 

And, we do not even need to go far to understand the disastrous effects of giving people a “key” 

that has access to everything. Take the OPM (Office of Personnel Management) data breach for 

example; a government agency suffered a data breach because they allowed contractors “free 

access to [their] system,” a backdoor, if you will (Fruhlinger 2018). Chinese counterintelligence 

hackers then exploited this backdoor to extract personal information from millions of federal 

employees. This is a hyperlocalized example of a backdoor being used in unintended ways. What 
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is saying history is not going to repeat itself if the government mandates a backdoor on 

encryption? 

Of course, the general public may object to my claims that the United States government 

is trying to regain control over citizens private communications. They most likely believe that 

the government is doing this in their best interest, for national security. I can not really fault them 

for believing it either because the United States government has done a great job of advertising 

their actions as such. A recent example of this would be an open letter addressed to Mark 

Zuckerberg from the United Kingdom Secretary of State for the Home Department, United 

States Attorney General, United States Secretary of Homeland Security, and Australian Minister 

for Home Affairs. In this open letter, titled “Facebook’s ‘Privacy First’ Proposals,” these 

governments express their support for encryption; however, they only support it if they are 

allowed access to a backdoor (Patel, Barr, McAleenan, & Dutton 2019). Their reasoning is that 

they must have a way to prevent crimes manifesting online from leaking into the “physical 

world”. In this letter, they focus on Facebook’s efforts to fight child exploitation and claim 

encryption, without a backdoor, would encourage these actions. However, after appealing to 

emotion, they make sure to note that Facebook should cooperate with law enforcement to 

“[obtain] the content of communications, under appropriate legal authorization, to save lives, 

enable criminals to be brought to justice, and exonerate the innocent,” revealing their true motive 

behind the letter. They know they must win over the general public, so they include a sob story 

before getting to their demands. This way, the general public considers the demands as 

reasonable because they are in the name of “national security”. Perhaps at times, some of these 

demands are reasonable, but most of the time they are not. In Thomas Friedman’s book, The 

World Is Flat: A Brief History of the Twenty-First Century, he argues “The playing field is not 
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being leveled only in ways that draw in and superempower a whole new group of innovators. It's 

being leveled in a way that draws in and superempowers a whole new group of angry, frustrated, 

and humiliated men and women” (Friedman, The World is Flat). In making this argument, 

Friedman contends that advancements in technology and education have gradually made us more 

equal; however, an unwanted side effect is our enemies are also the ones benefiting from those 

advancements. While we do have terrorists using encryption, and we do have terrorists using 

encrypted messaging services, is that really a good enough reason to spy on everyone? Is the 

government demanding companies to have a backdoor to possibly prevent terrorist attacks worth 

the breach of privacy to millions of lawful citizens? 

It is evidentially clear that encryption would stop the government from easily, and 

illegally, spying on regular citizens whom they deem as a “possible risk”. We see this in 

information gathered from Foreign Intelligence Surveillance Act (FISA) requests. FISA’s 

purpose was to stop the 

illegal and rampant 

surveillance that was being 

conducted by federal agencies 

in the 20th century (“Domestic 

Surveillance;” “Select 

Committee to Study 

Governmental Operations”). 

However, that did not stop the 

surveillance; it was simply a 

roadblock that accomplished Figure 1 (“Foreign Intelligence Surveillance Act Court 
Orders”) 
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nothing as shown in Figure 1 (“Foreign Intelligence Surveillance Act Court Orders”). The FISA 

court, which reviews FISA requests, has only denied 11 requests out of 34,000 from 1979-2012. 

That means that 33,989 requests to spy on an individual, or an organization, were permitted 

leaving you to wonder how many false positives occurred. Individuals should have the right to 

protect themselves against unfair and unjust surveillance from governmental agencies who seem 

to have no checks and balances in place. The only plausible solution is to encrypt your data and 

communications. With encryption, lawful citizens can do their day-to-day tasks without 

worrying if the government is listening in. 

Encryption might only be a bandage for an inevitable problem, however. A report from 

Wired titled, “The NSA Is Building the Country's Biggest Spy Center (Watch What You Say),” 

details the construction of a “spy center” which will be “five times the size of the US Capitol” 

once built (Banford). This $2 billion center, which is now built, serves multiple purposes, and 

one of those purposes is cracking encryption. In fact, since the construction of this center, the 

NSA has cracked a couple of encryption methods thanks to their supercomputers (Hern). There 

is reason to worry 

thanks to this 

center and many 

others constructed 

around the United 

States. Figure 2 

shows how the 

main Utah Data 

Center, which is 
Figure 2 (Bamford) 
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the $2 billion center, is the main hub for several agencies and sources of communication 

(Bamford). If there is any encrypted data that proves to be challenging for other governmental 

agencies, they use the processing power available from the center to try and crack it. With a post 

9/11 almost blank check, the NSA is a force to be reckoned with and one that many researchers 

and activists are trying to slow down. 

On the upside of the NSA cracking encryption, researchers are working on something 

better: stronger encryption. Encryption is exponential, meaning the longer the security key, the 

longer it will take to try and crack the encryption key. For instance, one of the popular 

encryption methods is Advanced Encryption Standard (AES) and it comes in three different 

flavors, 128 bits, 192 bits, and 

256 bits. According to Mohit 

Arora, a researcher and 

semiconductor engineer, the 

“weakest” version, 128 bits, 

would take 1 billion billion years to crack if using a brute force method, as shown in Figure 3 

(Arora). That’s not a mistake, the number is quite hard to represent so the best manner to 

represent it is simply by saying “1 billion billion” years. So, the “weakest” version would take 

longer to crack than the age of the universe. With 192 bits and 256 bits, it’s almost theoretical 

impossible to measure the amount of time needed to crack these versions. That’s great isn’t it? 

What are we worried about if it’s almost impossible to brute force these encryption methods? 

The keen of you will notice that “brute force” is mentioned often. That is because brute forcing is 

not the only method of breaking encryption, there are several other methods. Malwarebytes Labs, 

a security research company, details the structure of the AES encryption standard and the various 

Figure 3 (Arora) 
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attack surfaces that can be targeted. 

As you can see in Figure 4, you can 

target the inputs such as the 

plaintext, the data being entered 

before encryption, or the cipher key, 

the encryption key used to 

“scramble” the data and encrypt it 

(Hioureas). This is what we fear 

from the NSA and the remaining 

federal agencies. They know where to focus their research and attacks on and we are allowing 

them to do so by ignoring their blatant attempts of undermining out rights. 

While there are many complexities to encryption, at the end of the day, we can only hope 

both sides want what is best for everyone. We, however, can not allow a government who is 

unable to cite a specific incident that was successfully prevented using unencrypted data on a 

phone to tell us this is a necessity (Froomkin & Vargas-Cooper 2014). If it were to be a 

necessity, then there would be evidence that would show how data stored on a phone could help 

prevent crimes. If government and its agencies can not pull any useful information out of 

unencrypted phones, which is the main medium for communication, we can infer this is a poor 

excuse for mass surveillance. Government as a whole is already incredibly powerful, way more 

powerful than intended. Why should we be compliant to their unjust attempts to gain illicit 

power over us and our everyday lives and communications? It is not often we see big tech 

companies fighting for our rights, and we should always be skeptical when they are, but privacy 

should always be the number one concern for any company and for our own government.  

Figure 4 (Hioureas) 
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